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Key management is required for applying numerous cryptographic technologies and is considered one of the most critical aspects associated with the use of cryptography. The Cryptographic Technology Group (CTG) began to provide guidance in managing the keys used for cryptographic applications in the late 1990s to early 2000s. Several guidance and recommendation documents have been and continue to be developed in the form of NIST Special Publications (SPs), which have been periodically updated to address new algorithms and handling procedures. These documents are coordinated with federal agencies and with the cryptographic community, including national and international organizations, industry, and academia. During FY 2016, the following publications were either created or revised.
SP 800-57, Part 1, Recommendation for Key Management, Part 1: General:
SP 800-57, was first published in 2005, and later revised in 2007 and 2012. SP 800-57, Part 1 contains basic key-management guidance, including:
· Defining the security services that may be obtained using cryptography and NIST- approved algorithms,
· A classification of the different types of keys to be used with cryptographic algorithms, a specification of the protection required for each key type, and identification methods for providing this protection,
· A listing of the states in which a key may exist during its lifetime, 
· A discussion of a variety of key-management issues related to key management, including key usage, cryptoperiods, domain-parameter and public-key validation, backup and archiving, and 
· Guidance for cryptographic algorithm and key size selection (e.g., the security strength provided by a given algorithm with a specified key size).
Another revision of the document was completed in January 2016 that includes information on and references to recent work performed by the CTG; removal of references to the Dual_EC_DRBG, which was removed from SP 800-90A, Recommendation for Random Number Generation Using Deterministic Random Bit Generators; a revision of the security-strength tables; and a revision of the key-state discussion to provide more clarification. 
SP 800-57, Part 1 is available at http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf.
SP 800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths:
SP 800-131A was originally published in January 2011. This document provides specific guidance for transitions to the use of stronger cryptographic keys and more robust algorithms. An update of SP 800-131A was completed in November 2015. This update removes approval for the Dual_EC_DRBG that was specified in SP 800-90A; deprecates the use of non-approved key-establishment schemes; disallows the use of non-approved key-wrapping methods after 2017; and indicates that the use of the SHA-3 family of hash functions is acceptable. 
SP 800-131A is available at http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-131Ar1.pdf.
SP 800-152, A Profile for U.S. Federal Cryptographic Key Management Systems (CKMS):
SP 800-152 provides guidance on the CKMSs to be used by the Federal Government. This document contains requirements for CKMS design, implementation, procurement, installation, configuration, management, operation and use. Many of these requirements are refinements of the requirements for CKMS designers that are specified in SP 800-130, A Framework for Designing Cryptographic Key Management Systems. Other requirements are intended for the service providers of CKMSs used by federal agencies and their contractors. Guidance is also provided for the federal agencies in selecting a CKMS that supports the security and management policies of those agencies. 
This document was completed in October 2015 and is available at http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-152.pdf.
SP 800-56A, Recommendation for Pair-Wise Key-Establishment Schemes Using Discrete Logarithm Cryptography:
SP 800-56A was originally published in 2006, and revised in 2007 and 2013. This document specifies Diffie-Hellman and MQV key-establishment schemes, both with and without the use of elliptic curves. Key establishment is a procedure that results in keying material that is shared between the participants. A key-establishment scheme is defined by a cryptographic algorithm, together with an identification of the information that must be available by both parties when establishing keys. The schemes are intended for use in communication protocols (e.g., TLS, one of the protocols used by the Internet). The key-establishment schemes in this document use public key algorithms, and each participant in a key-agreement transaction uses a pair of keys, a public key and a private key.	Comment by Barker, Elaine B.: Just trying to avoid the use of the FFC term, which would need to be discussed, if included.
Both key-agreement and key-transport schemes are specified in the document. A key-agreement scheme is a procedure in which both parties in a key-establishment transaction contribute information that is used in generating a cryptographic key. The key-agreement process includes the generation of a shared secret (which is not itself considered to be a cryptographic key), and the derivation of keying material using the shared secret. Several key-agreement schemes are specified in SP 800-56A. Figure X below provides a simplified example of a key-agreement scheme. In this example, 
1. Each party generates a key pair, 
2. Obtains the public key of the other party, 
3. Computes a shared secret using ones’s own keys and the other party’s public key, and
4. Derives one or more keys from the shared secret.
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Figure X: Key-Agreement Example
Key transport is a key-establishment method whereby one party selects a symmetric key and sends it securely to one or more other parties. In SP 800-56A, key transport can be performed following the key-agreement process depicted in Figure X using a key that was derived during that process. Figure Y provides an example of a key transport scheme. In this example, 
1. The sender (either party A or party B in Figure X), generates a symmetric key,
2. Wraps (i.e., encrypts) that key using a key-wrapping algorithm (see SP 800-38F, Recommendation for Block Cipher Modes of Operation: Methods for Key Wrapping; SP 800-38F is available at http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38F.pdf),
3. Sends the resulting ciphertext key to the other party (i.e., the receiver), and
4. The receiver unwraps (i.e., decrypts) the received ciphertext key using a key derived during the key-agreement process to obtain the original plaintext key that was generated by the sender.
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Figure Y: Key-Transport Example
The current version of SP 800-56A is available at http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf.
SP 800-56A has been under revision during FY 2016. This revision will:
· Approve the use of additional key sizes for the non-elliptic curve schemes; currently, only key sizes of 2048 and 3072 bits are specified. Larger key sizes will be allowed. 
· Allow the use of domain parameters that are not currently allowed by SP 800-56A. Domain parameters are used to generate keys and compute the shared secret. Methods for generating domain parameters are specified for the non-elliptic curve schemes in FIPS 186-4, Digital Signature Standard (DSS). The revision of SP 800-56A will allow the use of domain-parameter groups used in TLS and IKE protocols that were not generated using the methods in FIPS 186-4.
· Move all key-derivation functions to SP 800-56C, Recommendation for Key Derivation Through Extraction-then-Expansion. SP 800-56A currently specifies two versions of a single step key-derivation function, refers to SP 800-56C for a two-step key-derivation procedure, and refers to SP 800-135, Recommendation for Existing Application-Specific Key Derivation Functions, for application-specific key-derivation functions. 
· Define additional parameter-size sets for the non-elliptic curve schemes. 
The revision of SP 800-56A will be available for public comment in FY 2017.
SP 800-56C, Recommendation for Key Derivation Through Extraction-then-Expansion:
SP 800-56C specifies techniques for the derivation of keys from a shared secret generated during a key-establishment scheme defined in SP 800-56A and SP 800-56B using a two-step extraction-then-expansion procedure. SP 800-56A is discussed above. SP 800-56B, Recommendation for Pairwise Key-Establishment Schemes Using Integer Factorization Cryptography, is available at. http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Br1.pdf.
SP 800-56C uses either HMAC or CMAC during the two-step process. HMAC is specified in FIPS 198-1, The Keyed-Hash Message Authentication Code (HMAC), and CMAC is specified for AES in SP 800-38B, Recommendation for Block Cipher Modes of Operation: the CMAC Mode of Authentication. FIPS 198-1 is available at http://csrc.nist.gov/publications/fips/fips198-1/FIPS-198-1_final.pdf; SP 800-38B is available at http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38b.pdf.
The current version of SP 800-56C is available at http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-56c.pdf.
SP 800-56C is being revised to:
· Move the key derivation functions specified in SP 800-56A into SP 800-56C, as well as the references to SP 800-135, Recommendation for Existing Application-Specific Key Derivation Functions.
· Allow the use of KMAC, as specified in Draft SP 800-185, SHA-3 Derived Functions: cSHAKE, KMAC, TupleHash and ParallelHash, for key derivation.
· Define additional MAC lengths for the new parameter-size sets that will be allowed in the revision of SP 800-56A. 
· Specify a process for estimating the security strength for the parameter-size sets that are not explicitly listed in SP 800-56A and SP 800-56B for the non-elliptic curve key-establishment schemes.
The revision of SP 800-56C will be available for public comment in FY 2017.
New Documents Under Development:
A new NIST publication is under development that provides guidance on the search resistance of a bit string output from an approved cryptographic algorithm (e.g., a cryptographic key or encrypted data). Search resistance is a (rough) measure of the amount of secrecy that can be provided by a bit string, given its genealogy (i.e., how it was generated), handling (i.e., what happened to it after it was generated), its usage (i.e., what algorithm it will be used with), its length, and any other secret values and processes associated with the generation and handling of that bit string. When approved algorithms are used, this document is intended to provide methods for determining the search resistance of the bit string. This document, SP 800-158, Key Management: The Search resistance of Bit Strings Output by Cryptographic Algorithms, has involved a considerable amount of new research, since it is an area that has not been addressed to date. This publication will be available for public comment in FY 2017.
A new document was begun in FY 2016 on key storage and recovery (e.g., key backup and archiving). This document is intended to serve as a guideline for the storage and recovery of cryptographic keys that are not under the direct control of the entity using those keys (e.g., the owner). This includes the backup and archiving of copies of the keys and the metadata associated with them. The document will also discuss the recovery of those keys when required (e.g., by the key’s owner or the owner’s organization).
Plans for FY 2017:
During FY 2017, the CTG is expecting to accomplish the following tasks:
· Provide SP 800-56A and SP 800-56C for public comment,
· Begin the revision of SP 800-56B,
· Provide SP 800-158 for public comment, and
· Continue the development of the key-storage document.

For More Information, See:
[bookmark: _GoBack]http://csrc.nist.gov/groups/ST/key_mgmt
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